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B nRF9151 software structure

nRF9151 Application

Device Security Manager
‘ Device Identity ‘ ‘ Certificate ‘ ‘ Key Management ‘
P
PQC Crypto Abstraction Layer
— KEM Digital Signature Hash / Symmetric Crypto
ML-KEM-768 ML-DSA-65
—
ML-KEM-1024 ML-DSA-87
Hybrid Crypto Layer
‘ ECDH + ML-KEM ECDSA + ML-DSA ‘
J
Secure Communication
‘ TLS/ HTTPS ‘ [ MQTT / MQTTS l TCP/P }
J
Secure Boot FOTA
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[Data Link Layer
;Il[gigniéldressmg Scheme 2 byte 1 byte
Support for [EC 62056-21 Mode E No
[Communication Profiles TCP/IP [UDP/IP
|Application Layer
|Authentication Mechanisms
[Lowest Level
[Low Level
[High Level Mechanism ID D2 D3 D4 D5
|Association Types Long Name Short Name
Conformance Block [Read |Write
Block Transfer with GET Block Transfer with SET
Block Transfer with READ Block Transfer with WRITE
Block Transfer with Action GET ISET
Selective Access [Event Notification |Action
|Action with block
|Application Contexts ILN with no Ciphering [LN with Ciphering
SN with no Ciphering SN with Ciphering

B DLMS hA: DLMS_GB_7 -~ DLMS_BB_11 Pl E

:I:r—‘—| AN .
:%EI %:w?ﬂ”g .

AERBUHZ EURRIHE - KT MR ZAB KB BENRR SRR

YaREST BRI -




