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HIS_TEST_BASE_URL='https://healthcheck-backend-ts.delixir.cc'
HIS_VENDOR_ACCOUNT="{RH1ESE

HIS_VENDOR_PASSWORD="{RH)Z515 '
HIS_VENDOR_CLIENT_SECRET='{Rfsecret’
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. FARE Y 12 bytes , F§ Base64
. A 16 bytes auth tag , F§ Base64

. 1 ciphertext i) Base64
| Python #HIEE o
Python

import base64, json
from secrets import token_bytes
from cryptography.hazmat.primitives.ciphers.aead import AESGCM

def encrypt(payload, key_b64, vendor_account):

key = base64.b64decode(key_b64)

iv token_bytes(12)

ct AESGCM(key) .encrypt(iv, json.dumps(payload, separators=(',"', ':'),
ensure_ascii=False).encode(), None)

return {"encryption": {"algorithm": "AES-256-GCM", "key_id":
vendor_account, "iv'": base64.b64encode(iv).decode(), "tag":
base64.b64encode(ct[-16:]).decode(), "encoding": "base64"}, '"data":
base64.b64encode(ct[:-16]).decode()}

Node.js

const crypto = require('crypto')

const encrypt = (payload, keyB64, vendorAccount) => { const iv =
crypto.randomBytes(12), ¢ = crypto.createCipheriv('aes-256-gcm',
Buffer.from(keyB64, 'base64'), iv), ct =
Buffer.concat([c.update(JSON.stringify(payload)), c.final()]); return {
encryption: { algorithm: 'AES-256-GCM', key_id: vendorAccount, iv:
iv.toString('base64'), tag: c.getAuthTag().toString('base64'), encoding:
'base64' }, data: ct.toString('base64') } }

C#

using System.Security.Cryptography;

using System.Text;

using System.Text.Json;

static object Encrypt(object payload, string keyB64, string vendorAccount)
{ var key = Convert.FromBase64String(keyB64); var iv =
RandomNumberGenerator.GetBytes(12); var pt =
Encoding.UTF8.GetBytes(JsonSerializer.Serialize(payload)); var ct = new
byte[pt.Length]; var tag = new byte[16]; using var aes = new AesGcm(key);
aes.Encrypt(iv, pt, ct, tag); return new { encryption = new { algorithm =
"AES-256-GCM", key_id = vendorAccount, iv = Convert.ToBase64String(iv), tag
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= Convert.ToBase64String(tag), encoding = "base64" }, data =
Convert.ToBase64String(ct) }; }

MREEEEY , REEMRIELEREXESR JSON ZERE , B4
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METEARAT :

canonical_string = X-Timestamp + "\\n" + X-Nonce + "\\n" + HTTP Method +
"\\n" + Path[?QueryString] + "\\n" + SHA256(Raw Request Body)
X-Signature = Base64(HMAC-SHA256(client_secret, canonical_string))

3. BS X API
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3.1 imEh

¢ Method :
o Path :

3.2 Request Body

XY body HZERINZEEER envelope :

{
"encryption": {
"algorithm": "AES-256-GCM",
"key_id": "$HIS_VENDOR_ACCOUNT",
"iv": "Base64 #wi%i&<z IV / Nonce",
"tag": "Base64 #wi51&Z Authentication Tag",
"encoding": "base64"
}I
"data": "Base64 #wiSI&ZINZE JSON F&H"
}

3.3 BAX payload &3l

"source_record_id": "SRC-20260622-001",
"source_updated_at": "2026-06-22T09:12:00+08:00",
"doctor_id": "A123456789",

"doctor_name": "FE/N\BHEERD",

"order_code": "[\"TMAHT1\",\"TMAHT2\"]",
"patient_national_id": "A123456789",

"dob": "1980-01-01",

"patient_name": "FE/NBE",

"mobile_phone": "0912345678",

"remarks": "TpEBERGTH R A"
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3.4 Eiek il

EEIE AR envelope JSON Ay 28, BiXd.

curl -X POST "S$HIS_TEST_BASE_URL/api/vli/his/medical-order/push" \
-H "Authorization: Bearer $ACCESS_TOKEN" \
-H "Content-Type: application/json" \
-H "X-Timestamp: $X_TIMESTAMP" \
-H "X-Nonce: $X_NONCE" \
-H "X-Signature: $X_SIGNATURE" \
-H "X-Request-Id: $X_REQUEST_ID" \
--data-raw "$BODY"

3.5 Response ( i If 200 )

{
"status": "ok",
"received_at": "2026-06-22T09:12:01.123456Z",
"source_record_id": "SRC-20260622-001"

3

3.6 Response (409 : —FFAEBEH4LH)
NRE—(REBEE—FANCLMIIBMEEEAMNES , RAERE
{

"detail": "AFTEAE—FACELER (FB 758 A123456789) : EEIES (RE—X
2026-06-22) . BEEH (RE—K 2026-06-22) . HEEH (R1E—RX 2026-06-22) . (&4
FAEES (RE—IR 2026-06-22), "

}
EEBRAKNERBAZ— , RAZXBSESH—FANEEFILIFES,
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4. EsR2 API
4.1 imEh

e Method :
o Path:

4.2 Request Body

XA body — iR AR INZEERI envelope :

{
"encryption": {
"algorithm": "AES-256-GCM",
"key_id": "$HIS_VENDOR_ACCOUNT",
"iv": "Base64 #mi§i&<Z IV / Nonce",
"tag": "Base64 #wi%i&< Authentication Tag",
"encoding": "base64"
3
"data": "Base64 #wiSI&ZINZE JSON F&H"
3

4.3 BB payload il

{

"records": [
{

"patient_national_id": "A123456789",
"id_type": "&AEAN",
"name": "FE/N\BR",
"gender": "S#",
"dob": "1980-01-01",
"phone": "0912345678",
"address": "BItHEEREEREARTIR",
"email": "vendor@example.com",
"contact_name_relation": "FE/NE/BE",
"fetal_info": null,
"parent_patient_national_id": null,
"vaccine_code": null,
"vaccine_dose": null,
"vaccine_lot_number": null,
"lot_type": null,
"vaccine_brand": null,
"package_type": null,
"stock_quantity": null,
"reserved_quantity": null,
"consumed_quantity": null,
"remaining_quantity": null,
"identity_category": "—fRER",
"treatment_fee_remark": "FI:2iEHE",
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"exam_type": "RYAfEIE",
"blood_draw_date": "2026-06-22",
"igg_result": null,
"igm_result": null,
"is_prenatal_check": false,
"hbsag": null,

"hbeag_result": null,
"hbv_viral_load": null,
"expected_delivery_date": null,
"anti_hcv": null,

"order_code": "S12345678",
"report_sequence": "RPT-20260622061131",
"exam_item_name": "R AFEFGIRIE",

"exam_method": "IhIMEAIRLBiRE",
"exam_result_value": "iBjtH",

"exam_positive_negative": null,
"unit": null,

"reference_range": null,
"report_image": null,
"pathology_diagnosis": null,
"specimen_method_source": "ERARIEIL",
"treatment_site": "REEZEF",
"result_remark": "EmiEERITFEAML",
"radiation_dose": null,
"height": 168.0,

"weight": 72.5,
"systolic_blood_pressure": 138,
"diastolic_blood_pressure": 92,
"abdominal_circumference": 84.5,
"bmi": 25.7,

"protein_urine": '"negative",
"glucose_ac": 108.0,
"cholesterol": 205.0,
"triglyceride": 168.0,

"ldl_c": 128.0,

"hdl_c": 48.0,

"ast": 22,

"alt": 28,

"creatinine": 0.92,

"egfr": 96.4,

"uric_acid": 6.1,

"renal_exam_period": "FE",
"smoking": "&",

"alcohol": "{&&",
"betel_nut": "&",
"exercise": "IRE",
"disease_history": "HIME",
"hepatitis_bc_history": "#",
"depression_qi": "{E@",
"depression_q2": "{BFE",
"depression_result": "ERHE",

"bp_result_suggestion": "ME{RE , BEREEA",
"glucose_result_suggestion": "MM{ERS , BFi=FHgRE",
"lipid_result_suggestion": "[MAgfReS , EEEINEEN",
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"renal_result_suggestion": "EINEEIER",
"liver_result_suggestion": "BFINEEIEE",
"metabolic_syndrome_result": "EIFEEH",

"hbv_result_suggestion": null,
"hcv_result_suggestion": null,
"risk_coronary_heart_disease": ,
"risk_diabetes": ,

"risk_hypertension": 7

"risk_stroke": ,
"risk_cardiovascular_event": ,
"update_time": '"2026-06-22T06:11:31.9365232"
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EEIEESLRY envelope JSON At 2B, BiXH,

curl -X POST "S$HIS_TEST_BASE_URL/api/vli/his/health/batch-sync" \
-H "Authorization: Bearer $ACCESS_TOKEN" \
-H "Content-Type: application/json" \
-H "X-Timestamp: $X_TIMESTAMP" \
-H "X-Nonce: $X_NONCE" \
-H "X-Signature: $X_SIGNATURE" \
-H "X-Request-Id: $X_REQUEST_ID" \
--data-raw "$BODY"

4.5 Response ( A% If 200 )
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"status": "ok",

"generated_at": "2026-06-22T09:12:01.1234562",
"total_count": 1,

"records": [

{
"patient_national_id": "A123456789"
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